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Rationale

In 5G SBA, an NF consumer can request to services offered by NF producer. A Service authorization procedure is required that checks whether the NF Service Consumer is permitted to access the sought NF service producer for consuming the NF Service. Service authorization is based on the Service authorization information that is configured as one of the components in NF profile of the NF Service Producer.  When security protection is not used for Service Request/response, a rouge NF can send a service request to valid NFs. Furthermore, if there is no mutual authentication, rouge NF can avail services of real NF. Service response can be faked by MITM to trick the NF that its service request was successful. This leads NF to assume that it is availing the valid services from real NF. Without MITM protection, a rouge NF can alter responses to trick the real consumer NF to use its services.
TLS is a mutual authentication method that can be used by the client and the server to authenticate each other. It is specified in RFC 4346 [3] and RFC 53246[3]. pCR provides some text for Authorization and authentication for NF service access using TLS protocol. 

4
Detailed proposal
**********************************Start of Changes************************************************


4.3. X Solution #X: Authorization of NF service access
4.3. X.1 Introduction
During initial provisioning and configuration of NF, NRF is configured with NF’s public key and other information. And NF is configured with public key of NRF and other information.  During service registration, NF obtains certificate from NRF for its public key.
Service request and response uses TLS to establish a secure session between NF Service Consumer and NF Service Producer using their corresponding certificates. Upon successful Service request and response, a secure association is established between NF service consumer and NF service producer which provides secure session between the two. 

Service request and response can function within same PLMN or across PLMNs. Subsequent sections describe the detailed flow for each case.
4.3. X.2 Solution details
4.3. X.2.1 Authorization of NF service access in the same PLMN

[image: image1.emf]NF Service Consumer NRF NF Service Producer

1. Nrf_NF Service Request[TLS(ClientHello), Sign_PrivKey_NF_C(client_id)]

2. a. IsAuthorized(Sign_privkey_NF_C(Client_Id))

2.c.Response_IsAuthorized(Yes/No)

2.b.NRF authorizes NF_C.

3. TLS[ServerHello, NF_P_certificate,ServerKeyExchange, CertificateRequest, ServerHelloDone] 

4. Check Certificate

5.a.TLS[ NF_C_certificate,CertificateVerify]

5.b.TLS[ClientKeyExchange]

5.c.TLS[ClientFinished]

6. Check Certificate

7. Nrf_NF_Service REsponse(TLS [ChangeCipherSpec, ServerFinished])

8. Secure Session using Session K

Session_C_P

4.aVerifyCertificate(NF_P Certificate)

4. c. Response_VerifiyCertificate(Yes/No)

6. a. VerifyCertificate(NF_C)

6.c.Response_VerifyCertificate(Yes/No)


Figure 4.3.X.2.1.1 Authorization of NF service request in the same PLMN
1. The NF Consumer sends an NF Service request to NF producer. It shall contain a self-signed client ID. Service request shall also include a client TLS [client_hello] message for the NF Producer. The contents of TLS client_hello are defined in the TLS specification.
2.  a. The NF Producer forwards the Signed Client ID as a payload to IsAuthorized message to NRF. 
b. NRF verifies client ID signature. If the NF Consumer ID is successfully verified, NRF checks the stored NF profile information to determine whether the access can be permitted. If the service can be provided, NRF sends the verification result back to NF Service Producer. If verification is unsuccessful, NF Service producer does not proceed.
Editor’s Note: IsAuthorized Request and response messages and VerifyCertificate message need to be defined. Its format and parameters are FFS. 

3. The NF Producer replies to the NF Consumer with TLS[server_hello], which further includes information elements such as server_hello, NF_P_Certificate, server_key_exchange, certificate_request, server_hello_done. These information elements are defined in the RFCs for the TLS.  
4. Upon receiving the TLS[server_hello] message NF consumer forwards the message to its NRF through VerifyCertificate message. NRF verifies the NF Producer certificate received in TLS [server_hello]. 

5. Upon successful verification of NF producer certificate, NF Consumer replies with TLS [client key exchange], which further contains information element such as client_certificate (NF_C_Certificate), client_key_exchange, client_certificate_verify, change_cipher_spec, client_finished, etc. 

6. After receiving the TLS [client_certificate] message NF consumer forwards the message to its NRF through VerifyCertificate message. NRF verifies the NF Consumer certificate received in TLS [client_certificate] by NRF’s public key. 

7. NF producer sends Nrf_Nf_Service Response with TLS [Server_finished] with change_cipher_spec to the NF Consumer.

8. Session Key (KSESSION_C_P) is used to secure further communication between NF consumer and producer. 
4.3. X.2.2
Authorization of NF service access in different PLMNs
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Figure 4.3.X.2.2.2 Authorization of NF service access across PLMNs
1. The NF Consumer sends an NF Service request to NF producer in the home PLMN. It shall contain a self-signed client ID. Service request shall also include a client TLS [client_hello] message for the NF Producer. The contents of TLS client_hello are defined in the TLS specification.
2.  The NF Producer forwards the Signed Client ID as a payload to IsAuthorized message to NRF in home PLMN. hNRF acts proxy for NRF in serving PLMN and forwards the signed payload to it. Serving NRF verifies the Client ID signature. If the NF Consumer ID is successfully verified, NRF checks the stored NF profile information to determine whether the access can be permitted. If the service can be provided, NRF sends the verification result back to NF Service Produce through hNRF proxy. If verification is unsuccessful, NF Service producer does not proceed.
Editor’s Note: IsAuthorized Request and response messages need to be defined. Its format and parameters are FFS. 

3. The NF Producer replies to the NF Consumer with TLS[server_hello], which further includes information elements such as server_hello, NF_P_Certificate, server_key_exchange, certificate_request, server_hello_done. These information elements are defined in the RFCs for the TLS.  
4. NF Service producer’s certificate is sent to NRF in HPLMN for verification through the VerifyCertificate message. Serving NRF acts as a proxy and just transfer the payload to Home NRF. The NRF in HPLMN verifies the NF producer’s certificate received in TLS [server_hello]. 

5. NF Consumer replies with TLS [client key exchange], which further contains information element such as client_certificate (NF_C_Certificate), client_key_exchange, client_certificate_verify, change_cipher_spec, client_finished etc. 

6. NF Service consumer certificate is sent to NRF in SPLMN for verification through the VerifyCertificate message. HPLMN NRF acts as a proxy and just transfer the payload to Serving NRF. The NRF in Serving PLMN verifies the NF Consumers certificate received in TLS [client_certificate].
7. NF producer sends Nrf_Nf_Service Response with TLS [Server_finished] with change_cipher_spec to the NF Consumer.
8. Session Key (KSESSION_C_P) is used to secure further communication between NF consumer and producer.
**********************************End of Changes************************************************
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